Having trouble accessing the Waco Water Online Account Access and

Payments system? Please carefully read and follow the instructions below
to check (and enable) additional browser security settings.

The Waco Water Online Account Access and Payments system uses a SH2 Digital Certificate. When
accessing the system, make sure your browser is up-to-date (for Internet Explorer, at least version 10). If

you have ensured you are using a current browser, but are still having trouble accessing the system,
please check the following browser settings:

For SSL 2, you must have TLS 1.2 enabled (checked)
For SSL 3, you may have any TLS version enabled (checked)

HOW TO CHANGE TLS SETTINGS (Windows)

FOR INTERNET EXPLORER:
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Within the browser window, click on Tools -> Internet Options
Click on the Advanced tab

Scroll to the bottom and check the TLS version described in steps 3 and 4:

A w0 PF

If Use SSL 2.0 is enabled, you must have TLS 1.2 enabled (checked)
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5. If Use SSL 3.0 is enabled, you may have any (or all, but at least one) TLS version enabled

(checked)

6. Enable the appropriate TLS version and any other version you may need for other applications

Click Apply, then OK and exit.

8. Close Internet Explorer and re-open it for the change to take effect.
Internet Options m

| General | Securit‘_.rl Pri\racg.rl Contentl Connections | Programsl Advanced L

Settings

Enable DOM Storage -
Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attacks®
Enable native XMLHTTP support

[] Enable SmartScreen Filter

[] Enable Strict F3F Validation®

Send Do Mot Track requests to sites you visit in Internet E
Use S5L 2.0
[] use s5L 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
I+ | Warn about certificate address mismatch™
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< | 1] | P

*Takes effect after you restart your computer

’ Restore advanced settings I

Reset Internet Explorer settings

Ul

Resets Internet Explorer's settings to their default "
condition.

&

You should only use this if your browser is in an unusable state. "

@ Some settings are managed by your system administrator. U

[ 0K ]I[ Cancel I Apply i
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FOR CHROMIE, FIREFOX (OR OTHER NON-INTERNET EXPLORER BROWSERS):
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Click on: Start -> Control Panel -> Internet Options
Click on the Advanced tab
Scroll to the bottom and check the TLS version described in steps 3 and 4:
If Use SSL 2.0 is enabled, you must have TLS 1.2 enabled (checked)

If Use SSL 3.0 is enabled, you may have any (or all, but at least one) TLS version enabled

Click Apply, then OK and exit.

Close the browser and re-open it for the change to take effect.

Enable the appropriate TLS version and any other version you may need for other applications
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F N
ﬁ?‘- Internet Properties M

|General | Security | Privacy | Content | Connections Programsl Advanced L

Settings

Enable DOM Storage -

Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attacks®

Enable native XMLHTTP support

[] Enable SmartScreen Filter

[] Enable Strict F3P validation®

Send Do Mot Track requests to sites you visit in Internet E

Use 55L 2.0

[] use s5L 3.0

I Use TLS 1.0
Use TLS 1.1

[l Use TLS 1.2
Warn about certificate address mismatch™ =
i [] warn if changing between secure and not secure mode
M Warn if POST submittal is redirected to a zone that does | =
< | T | b
" *Takes effect after you restart your computer
L [ Restore advanced settings ]

N Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Resat
condition. =

You should only use this if your browser is in an unusable state.

@ some settings are managed by your system administrator.

| OK I’ Cancel ]I Apply

Page 4 of 4



